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DISCLAIMER

Neither WPD, nor any person acting on its behalf, makes any warranty, express or implied, with respect to the use of any
information, method or process disclosed in this document or that such use may not infringe the rights of any third party
or assumes any liabilities with respect to the use of, or for damage resulting in any way from the use of, any information,
apparatus, method or process disclosed in the document.

© Western Power Distribution 2016

No part of this publication may be reproduced, stored in a retrieval system or transmitted, in any form or by any means
electronic, mechanical, photocopying, recording or otherwise, without the written permission of the Future Networks
Manager, Western Power Distribution, Herald Way, Pegasus Business Park, Castle Donington. DE74 2TU. Telephone +44 (0)
1332 827446. E-mail WPDInnovation@westernpower.co.uk
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Glossary
ANM Active network management
DLC Domestic load control
DNO Distribution network operator
EV Electric vehicle
LCT Low carbon technology
Lv Low voltage
NIA Network Innovation Allowance
NML Nortech Management Limited
PPC Power Plus Communications
PV Photovoltaics
WPD Western Power Distribution
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1. Introduction

1.1 Statement of compliance

The LV Connect and Manage Data Protection Strategy has been prepared in compliance with
the Customer Protection requirements as laid out in the Electricity Network Innovation
Allowance (NIA) Governance Document.

This document has been submitted to Ofgem at least two months prior to initiating any
form of engagement with Relevant Customers. It sets out how WPD, its Project Partner
Nortech Management Limited (NML) and contractors will collect and use any personal data
of Relevant Customers as part of the project.

WPD, NML and its contractors will:

e Not initiate any form of engagement with Relevant Customers until the strategy has
been approved by Ofgem; and

e Comply with the approved strategy at all times.

The approved document will be published on WPD’s website and the Learning Portal,
making it readily available.

If WPD’s approach to Data Protection alters, we will submit a revised strategy to Ofgem.

The compliance to the NIA Governance Customer Engagement requirements has been
addressed in a separate document.

1.2 Project overview

LV Connect and Manage is a collaborative project being delivered by Western Power
Distribution (WPD), Nortech Management Limited (NML) and Power Plus Communications
(PPC), together with an electrical contractor and customer engagement contractor (to be
appointed as part of the project mobilisation phase). Over a 3-year period, WPD, its partner
NML and equipment/service contractors will be developing and trialling a smart solution for
the connection of photovoltaics (PV) with energy storage and, separately, fast chargers for
electric vehicles (EVs).

The project organogram is given in Figure 1.
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Figure 1 — LV Connect and Manage organogram

The active network management (ANM) system, being developed in this project, will allow
customers to connect larger-than-conventional capacities of low carbon technologies (LCTs)
to the distribution network whilst safe-guarding WPD’s assets (cables and transformers)
from overloads and voltage excursions. This provides benefits for WPD and its customers.

The project is based in Nottingham and Milton Keynes, in WPD’s East Midlands Licence
Area, and will involve residential customers in suburban locations.

Western Power Distribution is the consortium lead, project sponsor and will support the on-
going engagement of customers (as well as dealing with customer queries or complaints)
through its well established customer service channels.

Nortech Management Limited is supporting WPD with the project delivery and is providing
the ANM control equipment for the trials. PPC is the communications solution provider for
the ANM system. As part of this project, the control and communications equipment will be
integrated into a “domestic load control (DLC) unit” and deployed within customers’
premises.

Figures 2a and 2b show the DLC arrangement within customers’ homes for the EV fast
charger and PV/storage solutions respectively.

During the mobilisation phase of the project, one or more Customer Engagement
contractors will be appointed. Their role will be to recruit customers into the trial,
disseminate information, support WPD with the on-going communications and deal with
queries / complaints as they arise. The role profile is outlined in Appendix A. In addition, an
Electrical Contractor will also be appointed during project mobilisation. Their role will be to
install the ANM equipment within customers’ premises.
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Figure 2a — Scope of works for DLC unit and EV fast charger installation

The ANM solution for EV connections will be deployed at up to 50 customers’ homes and
three distribution substations in Nottingham. The ANM solution for the solar-battery
connections will be deployed at up to 50 customers’ homes and three distribution
substations in Milton Keynes.

This project will enable WPD to evaluate solutions for the integration of LCTs into LV
distribution networks.

More detailed information can be found in the project registration document:

http://www.smarternetworks.org/
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Figure 2b — Scope of works for DLC unit and PV battery storage installation
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2. Data Protection Strategy

2.1 Definition of personal data
The Data Protection Act 1998 contains the following definitions of personal data:

Personal Data is defined as any information which is capable of being used to identify a
living individual. In addition to name, address and contact details, this could include
individual preferences, transactional history, record of activities or travels, profiles or credit
scores.

Sensitive Personal Data is defined as any personal data that relates to any of the following:
racial or ethnic origin, political opinions, religious or similar beliefs, trade union
membership, physical or mental health, sexual life, criminal convictions or proceedings.

Data Subject is defined as the individual of which data is being disclosed or held.

In order to engage with customers and achieve the project goals, the LV Connect and
Manage project delivery team will collect some elements of personal data related to
Customers.

2.2 Collection of personal data

The Customer Engagement Contractor will be looking to recruit up to 50 Customers for trial
participation in each geographical location. (Up to 50 Customers in Nottingham for the EV
trials and up to 50 Customers in Milton Keynes for the PV-battery storage trials, up to 100
Customers in total).

As part of the LV Connect and Manage mobilisation phase, the name, address and contact
details of trial prospective participants will be collected together with any further details
required for the solution design (such as their type of EV or solar inverters).

Depending on the Customer Engagement Contractor appointed, the name and address of
Customers selected for trial participation may already be held within their existing systems.
Moreover, WPD already has the information relating to registered EV and PV connections in
its customer records.

Electrical generation, demand and storage data (electrical currents and voltages) will be
monitored at individual customer’s premises and aggregated at a distribution substation
level. The Customer Engagement Contractor will anonymise the personal details of
customers so that their electrical data profiles cannot be linked to specific individuals. In
addition, it is only the aggregated data that will be used for control decisions and retained.
Following the anonymization and aggregation process, it will not be possible to identify the
data related to individual customers.

The architecture of the secure data collection and communication system is given in
Appendix A.
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2.3 Use of personal data

Personal data will only be used by organisations within the LV Connect and Manage delivery
team where it is absolutely necessary for achieving the project deliverables. The Customer
Engagement Contractor will use names, addresses and contact details of trial participants
for on-going communications. The Electrical Contractor(s) will require the names, addresses
and contact details of trial participants to facilitate the installation of the LV Connect and
Manage equipment.

WPD and Nortech will use aggregated and anonymised data for developing the control
approach, analysis purposes and for evaluating the effectiveness of the LV Connect and
Manage solution.

None of the project delivery team organisations will use data, disclosed as part of the
project, outside of the project.

Table 1 summarises the different data types, category, source, expected users and how the
data will be used.

Table 1 - LV Connect and Manage Data

Data type ‘ Category ‘ Source Who will use data and how?
Addresses of Customers with Personal | WPD’s Who: WPD, Nortech and the
registered PV and EV systems Customer Engagement Contractor
connections How: Identification of prospective

trial participants

Name, address and contact Personal | Customer Who: Customer Engagement

details of prospective and engagement | Contractor

selected Customer process How: Customer recruitment for trials
participants and on-going communications

Who: Electrical Contractor

How: Contacting customers to
arrange equipment installations and
removals

Who: WPD

How: Only in the case of emergency,
where customers have contacted
WPD to raise a concern

Anonymised Customer details | Non- Customer Who: WPD and Nortech
personal | Engagement | How: Solution design, analysis and
Contractor evaluation
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Customer-specific EV / PV Personal | Customer Who: Customer Engagement
equipment details Engagement | Contractor
Process How: Collected and then anonymised
for WPD and Nortech use
Who: Electrical Contractor
How: Customer-specific equipment
installations
Anonymised EV / PV Non- Customer Who: WPD and Nortech
equipment details personal | Engagement | How: Solution design, analysis and
Contractor evaluation
Anonymised electrical profiles | Non- DLC unit Who: WPD and Nortech
of individual customers personal How: Solution analysis and evaluation
Aggregated electrical profiles Non- Nortech Who: WPD and Nortech
of customers on a per- personal How: Active network management,
substation basis solution analysis and evaluation
Customer feedback from trials | Non- Customer Who: WPD and Nortech
personal | Engagement | How: Knowledge capture and
Process dissemination
2.4 Information provision to the Customer

As part of the participant registration process, customer consent will be sought relating to
the use of their contact details for equipment installations and on-going communications,
and the anonymised use of their electrical data for active network management, analysis
and evaluation. The planned use of this data will be explained to Customers, including which
parties will access their data and why.

The consent will be collected and stored by the Customer Engagement Contractor.

Customers opting to participate in the trial will be asked to sign a Customer Agreement
Letter. An example is given in Appendix B.

2.5 Obtaining Priority Service Register Customers’ personal data

Potential participants will be cross-checked with WPD’s Priority Services Register (PSR).
Participant data will be matched with the PSR primarily based on addresses and in
exceptional circumstances, where this is insufficient to match them, then name data will
also be provided.

For this project, WPD will not actively target any customers on the Priority Services Register
(PSR) during the recruitment process. However, WPD acknowledges that some PSR
customers may contact us to participate in the trial, if they become aware of the project
through general media-based and other dissemination channels. In such cases, the
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implications of the trial will be explained in full. If the customer remains committed to
participate, WPD will carefully consider their involvement on an individual basis. WPD will
carry out a suitable risk assessment as part of the project design, and prior to installation, to
ensure that no customer is put at additional risk.

WPD will also take the opportunity, during the customer engagement process, to raise
customers’ awareness of the PSR. These details are included on the Interruptions to Supply
leaflet in Appendix C.

2.6 Ownership and retention of personal data

The ownership and retention of data is summarised in Table 2.

Table 2 — LV Connect and Manage Data: Ownership and retention

Data type ‘ Category ‘ Owner Retention

Addresses of Customers with Personal | WPD WPD will retain data

registered PV and EV Nortech and the Customer
connections Engagement Contractor will destroy

data at the end of the project

Name, address and contact Personal | Customer Data will be retained securely for the
details of prospective and duration of the project and then
selected Customer destroyed

participants

Anonymised Customer details | Non- WPD This information can be retained as it
personal is non-personal in nature

Customer-specific EV / PV Personal | Customer Data will be retained securely for the

equipment details duration of the project and then

destroyed

Anonymised EV / PV Non- WPD This information can be retained as it

equipment details personal is non-personal in nature

Anonymised electrical profiles | Non- WPD This information can be retained as it

of individual customers personal is non-personal in nature

Aggregated electrical profiles Non- WPD This information can be retained as it

of customers on a per- personal is non-personal in nature

substation basis

Customer feedback from trials | Non- WPD This information can be retained as it
personal is non-personal in nature
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Management of personal data

Data Protection Strategy

LV Connect and Manage

In-line with the NIA Governance Document, the LV Connect and Manage project team will
adopt a “privacy by design” approach to the management of personal data, as advocated by
the Information Commissioner’s Office.

The principles of Data Protection have been considered, as shown in Table 3.

Table 3 - LV Connect and Manage Data Protection principles

Data Protection Principle ‘ Commentary

1. “Personal data shall be processed fairly | Sensitive personal data for PSR Customers is held
and lawfully and, in particular, shall not | in an existing WPD database. This will not be
be processed unless-(a) at least one of | shared. The condition within Schedule 2 that is met
the conditions in Schedule 2 is met, - the data is being shared for a valid business
and (b) in the case of sensitive personal | purpose. i.e. to pursue the legitimate interests of
data, at least one of the conditions in connecting customers to the network more
Schedule 3 is also met”. efficiently.

2. “Personal data shall be obtained only The purpose for which the data may be used by the
for one or more specified and lawful contractors is clear and bounded by contractual
purposes, and shall not be further arrangements.
processed in any manner incompatible
with that purpose or those purposes”.

3. “Personal data shall be adequate, Personal data has been limited to that which is
relevant and not excessive in relation required to facilitate the demonstration of the LV
to the purpose or purposes for which Connect and Manage solution.
they are processed”.

4. “Personal data shall be accurate and, This is a requirement for the installation of
where necessary, kept up to date”. equipment and on-going communication with

Customers.

5. “Personal data processed for any Contractual clauses require the data to be returned
purpose or purposes shall not be kept | or destroyed at the end of the project.
for longer than is necessary for that
purpose or those purposes”.

6. “Personal data shall be processed in The data processing and sharing proposed in LV
accordance with the rights of data Connect and Manage is for the benefit of
subjects under this Act”. Customers and does not contravene their rights as

Data Subjects.

7. “Appropriate technical and Secure methods of data transfer and storage will
organisational measures shall be taken | be used and obligations placed on contractors to
against unauthorised or unlawful do the same.
processing of personal data and
against accidental loss or destruction
of, or damage to, personal data”.
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Data Protection Principle ‘ Commentary

8. “Personal data shall not be transferred | Data will remain within the EEA.
to a country or territory outside the
European Economic Area unless that
country or territory ensures an
adequate level of protection for the
rights and freedoms of data subjects in
relation to the processing of personal
data”.

Furthermore, Figure 3 shows the Data Protection steps in practice.

e WPD will provide the appointed Customer Engagement Contractor(s)
with the details of Customers that have registered EV and PV
Step 1 connections in the respective trial areas

e The Customer Engagement Contractor(s) will recruit up to 50 B
Customers in each of the trial areas, anonymising details for the analysis
team (WPD and Nortech). For example EV-1, Customer 1 in the electric
Step 2 | vehicle trial. y
N\
e The Customer Engagement Contractor(s) will pass on the contact
details to the Electrical Contractor for arranging and carry out
Step 3 equipment installations.
J
)

¢ During the trial, anonymsed electrical data will be collected by Nortech,
communicated using secure and private networks and aggregated for

Step 4 control and analysis purposes.
J

N\
e All personal data (names, addresses, contact details) will be retained
during the project but removed from Contractors' systems at the end of

Step 5 the project

J

Figure 3 — Data Protection in practice

Page 14 of 20



Data Protection Strategy

WESTERN POWER 20 LV Connect and Manage

DISTRIBUTION
INNOVATION

Appendix A — Secure Data Collection and Communication

The secure data collection and communication architecture is shown below. Data is

transmitted over private networks with secure encryption techniques.

Iltems marked in black are responsibility of WPD.
Iltems marked in blue are responsibility of Nortech.
Iltems marked in red are responsibility of PPC.

HW server located in secure UK
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Appendix B — Customer Trial Participation Consent Forms

LV Connect and Manage: Customer Consent Form for Trial Participation

Thank you for agreeing to take part in the LV Connect and Manage trials. Please read the
information below carefully, sign and return the form to the installer.

Background

LV Connect and Manage aims to provide participating residents in [Nottingham / Milton
Keynes] with a free [fast charge point for your electric vehicle / battery system for storing
your PV electricity].

Western Power Distribution (your local distribution network operator) is leading the project
supported by Nortech Management Limited, [electrical contractor] is installing the electrical
equipment and the domestic load control (DLC) box, [customer engagement contractor] is
coordinating customer engagement and Nortech Management Limited, together with
Power Plus Communications, is providing the DLC technology.

The project started in May 2016 and is due to end by March 2019. The equipment will be
installed in your home during the period April — September 2017. The trial will run from the
equipment installation date through to September 2018.

Our Responsibilities

e Provide and install the [EV fast charge point / battery system for your PV installation]
together with the domestic load control (DLC) box, which will remain the property of
WPD for the duration of the trial.

e Maintain the domestic load control system for the duration of the trial.
e Explain how the equipment works.

e Remove the equipment at the end of the trial (unless you have expressed an interest
to keep it).

e Provide helplines for support:
o For emergency information please call WPD on 0800 6783 105

o For all other electrical enquiries call the WPD Customer Call Centre on 0800
096 3080

o For general enquiries related to the trial, please call [customer engagement
contractor on XXXX]
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Your Responsibilities

e To participate in the trials for the duration outlined above.

e Ensure care is taken when in the vicinity of the equipment to avoid damage.

e Ensure access to your home for equipment installation and maintenance (via prior
appointments). As a home-owner you will not be liable for any system maintenance
or repair costs unless caused by wilful damage.

e Customers participating in the trial will receive information about a web-based
portal to access information about the project.

e Subject to agreement, you may be able to keep the control equipment on
completion of the trials.

e If you move home during the course of the trials, you must contact WPD to arrange
the removal of the equipment.

Publicity

With prior consent, some households will be invited to take part in project dissemination
activities.

Data Protection

Your personal information will be held in a secure database and used in accordance with the
Data Protection Act 1998. The LV Connect and Manage project will not disclose such
information to any unauthorised person or party outside of the project delivery team.
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